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Design Description

@ SIMON is a family of 10 lightweight ciphers published by
Beaulieu et al. from U.S.National Security Agency.

@ SIMONN/k: classical Feistel structure, N bit blocks, k-bit key.
The number of rounds vary for different variants.

@ For example, SIMON32/64 has block size of 32 bits with a 64-bit
key and has 32 rounds.

@ Each round of SIMON includes a non-invertible function F. For
X €{0,1}", F(x) is defined as :

F(X)=(X <« 2)e (X « 1)&(X « 8))




Linear Cryptanalysis of SIMON

@ Some highly biased Linear characteristics for F:

Linear Approximation 1 : Pr[(F(X)); = (X)i_2] = %

Linear Approximation 2 : Pr[(F(X)); = (X)i—2 & (X)i—1] = % (1)
Linear Approximation 3 : Pr[(F(X)); = (X)i_2 & (X)i_g] = b

Linear Approximation 4 : Pr[(F(X)); = (X)i—2 & ((X)i—1 ® (X)i—g)] = %

@ Given Eq(1), one round linear expression for SIMON :

3
Pri(PR)e & (K)o @ (X )2 ® (PL)o = 0] = A @

@ 3-round linear expression for SIMON :

PriXg 2 @ (K2 & (X[ "o & (XF 2o @ (K22 @ (X[PP)2 = 0] = 5 3)

@ Our attack works for 12 rounds of SIMON32/64. Using Eq(1) any
variant of SIMON can be linearized for any number of rounds,
but the complexity of attack is bounded by the data complexity.

@ For example, 13-round SIMON32/64 has bias 2~ '8, hence data
complexity exceeds 22, for a good success probability.



Conncetion between Linear and Differential Cryptanalysis of
SIMON

@ Some high probability differential characteristic for SIMON:

(AF(X))is2
(AF(X))iv2,i+1 @
(AF(X))iy2,iv8

(AF(X))iy2,it1,it8

Differential Characteristic 1 : (AX);
Differential Characteristic 2 : (AX);

Differential Characteristic 3 : (AX);

L= RENENRNEN

Differential Characteristic 4 : (AX);

@ For linear characteristics, we approximate bits from output of
F-function with bits from its input.

@ For differential characteristics, we propagate input bit differences
of F to output bit differences.

@ Given Eq(1) and Eq(4), for an r-round differential characteristic
we can construct an equivalent r-round linear characteristic by
employing the related approximations.

@ This connection is used to improve the previous LC attacks on
SIMON for all variants with block size more than 32 bits.



Table: N = Block size, € = Bias for the linear expression to hold,
# approximation = number of times the biased linear characteristic is
used to attack the cipher.

Variant of SIMON 32/64 | 48/96 | 64/128 | 96/144 | 128/256
Total numbers of rounds 32 36 44 54 72
# rounds with e > 222 | 10 13 17 26 33
# rounds attacked 12 15 19 28 35
# approximation 13 19 28 44 59
Data Complexity 28T 243 26T 293 2123

@ Please refer http://eprint.iacr.org/2013/663.pdf for detailed

analysis.
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